Suite (OMed

Objective & Goal:

Beyond EMR

SECURITY SETUP

¢ Review setting up Security Users
¢ Review setting up Logon and Passwords
¢ Review setting up Security Groups

From Setup | Security

After the office and employees have been setup under Office, next you will setup each user logon and
password and assign the rights to various areas of the program.

First you must setup a Log ID and Password for each user. Once this is established you will then be able
to Grant Rights to the program for each user.
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To setup the user logon and password, click on Set Log ID/Password.
Enter the User ID, then password and you must confirm the password.

This is the same area management will decide who should have access to
Faxes, Reminders and Backup.

A quick User Pin can be setup by the system allowing users to logon, then
log in quickly using only a 3 to 6 digit numeric value.

LOCK —is a user has attempted yet failed to log in multiple time this user

will be locked out of the system. Management must uncheck the Lock field in order for the user to gain

access to IMS.

NOTES:
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You may wish to establish Groups, which allows you to assign certain permissions to a specific Group,
then link that Group to the user.

To setup a Group, first select Group in the top left filter.
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Click to Add a Group. Then you will Grant areas of the program for this group. Going back to Users, you
can choose each user one by one and select the Group Rights or click on Grants.
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" Disallowed Options

- Activities > Accounting Day Close...
--E3 Activities > Allergy Shot.__
- Activities > Authorization Tracking
- Activities > Case
-8 Activities > Day Close...
33 Activities > Diagnostic/Lab Drder

|»

“ Allowed Options

-3 Activities > Check In/Dut
.. Activities > Document
.. Activities > My Tasks
B Activities > Note

-8 Activities > Drug Adjustment
- Activities > Drug Dispense

- Activities > Eligibility Tracking
38 Activities > Fax/Print Filled Form

38 Billing > Auto Reconciliation. ..
-2 Billing > Batch Status Summary
.. Billing > Charge Posting

-3 Billing > Charge Posting [Multi)
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Billing > Checkout Receipt [Add)

g > Checkout Receipt [Delete]

g > Checkout Receipt [Edit)

g > Checkout Receipt.__

g > Claim History...

g > Claims

illing » Collection

-3 Billing > Dashboard

38 Billing > Deposit

... Billing > Hold Claims History

-3 Billing > Hold Claims. ..

-2 Billing > Insurance Payment Posting
-3 Billing > Make Billable - Not Billable...
... Billing > Managecare Payment Posting
-3 Billing > Patient Ledger

-8 Activities > Health Maintenance

- Activities > Prescription

-3 Activities > Prescription Refill

-3 Activities > Reminder

- Activities > Schedule

- Activities > Transcription

-3 Activities > Visit Note

38 Activities>Purchase > Antigen

- Activities> Purchase > Drug

-3 Setup > Password...

--E3 Setup > Security__

38 Setup>Allergy/Immunology > Baseline Peak-Flow...
- Setup>Allergy/Immunology > Billing Template link with Insurance. ..
- Setup>Allergy/immunology > Billing Template. ..
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The screen above provides you with the User name, the items in the Left Panel Window are not in this
user’s Granted Column. You will choose items from the left to pass to the right window and these are the
areas of the program this user has rights to.
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Parameters -- Clicking on Parameters reveals the parameters specific for the Security area.
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User List -- allows user to view the various user logon and full names. The passwords are not revealed
however.
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Connected Users -- allows management to view the users currently connected to IMS. This can be
extremely helpful when one needs to restart the system, etc to see what systems are connected and have
not been logged off.

Selected Patient - will show what patient is currently locked and in use by a user.
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